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THE WORLDWIDE THREAT

WEDNESDAY, FEBRUARY 6, 2002

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 10:07 a.m., in room
SH-216, Hart Senate Office Building, the Honorable Bob Graham
(chairman of the committee) presiding.

Committee Members Present: Senators Graham, Rockefeller,
Wyden, Bayh, Edwards, Shelby, Kyl, Roberts, and DeWine.

Chairman GRAHAM. I call the meeting to order.

For several years, this Committee has had a practice of com-
mencing its annual oversight of the United States intelligence com-
munity by holding a public hearing to present to the American peo-
ple and our Committee members the intelligence community’s as-
sessment of the current and projected national security threats to
the United States.

There is nothing more important to our national security than
timely and accurate intelligence. Intelligence forms the foundation
of our foreign policy and provides the basis of our nation’s defense
planning, strategy, and supports our warfighters.

The intelligence community is our nation’s early-warning system
against threats to the lives and property of United States citizens
and residents here and around the world. The importance of this
mission became particularly apparent on September 11 when our
nation’s greatest strengths—our freedom, our openness—were suc-
cessfully exploited by an elusive global network of determined zeal-
ots. The terrorist threat has been on the intelligence community’s
radar screen for years. Indeed, it was almost exactly a year ago
today, on February 7th of 2001, when Director George Tenet testi-
fied at this same open session.

He stated, and I quote, “Usama bin Ladin and his global network
of lieutenants and associates remain the most immediate and seri-
ous threat. His organization is continuing to place emphasis on de-
veloping surrogates to carry out attacks in an effort to avoid detec-
tion, blame and retaliation. As a result, it is often difficult to at-
tribute terrorist incidents to his group, the al-Qa’ida.”

While the intelligence community has been aware of the great
threat posed by bin Laden and his terrorist organization, it is a pri-
ority of this Committee to ascertain what more the intelligence
community could have done to avert the September 11 tragedy. We
must identify any systemic shortcomings in our intelligence com-
munity and fix those as soon as possible. We owe it to the Amer-
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ican people to do all that we can to prevent a recurrence of Sep-
tember 11.

These and other issues will be explored with our witnesses in a
closed hearing this afternoon and for the remainder of this session
of Congress. I want to thank our witnesses who are appearing here
today. We have with us Mr. George Tenet, Director of Central In-
telligence; Mr. Carl Ford, Assistant Secretary of State for Intel-
ligence and Research; Vice Admiral Thomas Wilson, Director of the
Defense Intelligence Agency; and Mr. Dale Watson, Executive As-
sistant Director for Counterterrorism and Counterintelligence.

In order to optimize the time for questions of our witnesses, im-
mediately after Vice Chairman Senator Shelby makes his opening
statement, we will ask Director Tenet to present his testimony. We
will ask our other witnesses to submit their full statements for the
record. For our question-and-answer period, we will observe the
normal Committee rule of first arrival, first to question. The ques-
tions will be limited to five minutes per round.

Vice Chairman Shelby.

Vice Chairman SHELBY. Thank you, Mr. Chairman. We held our
last open hearing on national security threats one year ago tomor-
row, as Senator Graham has alluded to. Director Tenet, on that
day, you testified here that first and foremost among the threats
to the U.S. was the threat posed by international terrorism, and
specifically by Usama bin Ladin’s global terrorist network.

We all agreed with you when you said, and I quote, “The highest
priority for our intelligence community must invariably be on those
things that threaten the lives of Americans or the physical security
of the United States.”

To fight this terrorist threat, you assured us then, and I quote
again, “The intelligence community has designed a robust
counterterrorism program that has preempted, disrupted and de-
feated international terrorists and their activities.” In fact, you told
us then, “In most instances, we’ve kept terrorists off-balance, forc-
ing them to worry about their own security and degrading their
ability to plan and to conduct operations.”

Seven months after your testimony, in an attack that apparently
had been years in the planning, Usama bin Ladin’s terrorists killed
nearly 3,000 innocent Americans in less than one hour. As you
know, the U.S. has an intelligence community today and a Director
of Central Intelligence in large part because of the Pearl Harbor
disaster of December 7th, 1941. The fear of another Pearl Harbor
provided the impetus for our establishment of a national-level in-
telligence bureaucracy. This system was created so that America
would never have to face another devastating surprise attack.

That second devastating surprise attack came on September
11th, and as I said, it killed more Americans than did the Japanese
assault on Pearl Harbor. All of us, I think, owe the American peo-
ple an explanation as to why our intelligence community failed to
provide adequate warning of such a terrorist attack on our soil.
After all, as Director Tenet has stated, the Director of Central In-
telligence is hired not to observe and to comment but to warn and
to protect.

In the very near future, this Committee will join with the House
Intelligence Committee in an effort to provide an explanation to the
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American people. Once we determine why we were caught com-
pletely by surprise, I believe we must then work together to ensure
that there is no third Pearl Harbor.

I'm pleased that the Director of Central Intelligence, George
Tenet, and his colleagues have joined us today. These threat hear-
ings are important, because understanding what the threats are is
the first step toward helping our intelligence community meet the
challenge of defending against them.

Mr. Chairman, these hearings also give the respective leaders
within the intelligence community an opportunity to speak directly
to the American people. While the bulk of the activities of the intel-
ligence community are secret, there is a great deal we can and I
think we should discuss in a public forum, as you called for today.

With that in mind, I ask each of our witnesses to address mem-
bers’ questions to the greatest extent possible in this open setting.
Not long ago, our intelligence community faced a single clear
threat—the Soviet Union and its communist allies—against which
it could devote most of its resources and attention.

With the end of the Cold War, the world situation facing our in-
telligence agencies underwent a fundamental change. Until that
point, murky transnational threats had been only sideshows to the
main event of the East-versus-West strategic rivalry. Today, how-
ever, coping with asymmetric transnational challenges such as ter-
rorism has become the most important duty of our intelligence com-
munity.

To say the least, the post-Cold War period has been one of dif-
ficult transition. Even before September 11, we had a rocky history
of intelligence failures—among them, the bombing of Khobar Tow-
ers, the Indian nuclear test, the bombing of our East African em-
bassies, the first attack on the World Trade Center buildings, and
the attack upon the USS COLE.

Examined individually, each of these failures, tragic in their own
way, may not suggest a continuing or systemic problem. But, how-
ever, taken as a whole and culminating with the events of Sep-
tember 11, they present a disturbing series of intelligence shortfalls
that I believe expose some serious problems in the structure of and
approaches taken by our intelligence community.

We will have many opportunities in the very near future to dis-
cuss the structural and organizational defects inherent in our intel-
ligence community. But for today, we should remember that under-
standing the threat is the first step along a road that must lead
to improvements in how our nation confronts these threats.

It has become apparent that international terrorism now poses
the most significant threat to our national security and our inter-
ests at home and abroad. I will be interested to hear what our in-
telligence agencies believe such threats will look like in the future.

Just as militaries can face defeat if they keep trying to fight the
last war, so can intelligence agencies suffer terrible strategic sur-
prise if they spend their time trying to meet the last threat or if
they try to meet new threats with the mindset, tactics and obsolete
mythologies of the past.

The U.S. clearly faces unprecedented dangers today, and we will
surely face new ones tomorrow. I look forward to hearing from our
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witnesses today as we discuss these threats and how we can work
together to defeat them in the future.

Thank you, Mr. Chairman.

Chairman GRAHAM. Thank you, Mr. Vice Chairman.

As indicated previously, we will now receive the testimony from
Director Tenet. We'll ask for the other witnesses to submit their
statements, and then we will proceed to questions.

Director Tenet.

[The prepared statements of Mr. Tenet, Mr. Ford, Admiral Wil-
son, and Dale Watson follow:]
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Worldwide Threat - Converging Dangers in a Post 9/11 World
- Testimony of Director of Central Intelligence
George J. Tenet
Before The
Senate Select Committee on Intelligence
6 February 2002

(U) Mr. Chairman, I appear before you this year under
circumstances that are extraordinary and historic for reasons I need
not recount. Never before has the subject of this annual threat
briefing had more immediate resonance. Never before have the
dangers been more clear or more present.

(U) September 11 brought together and brought home—
literally—several vital threats to the United States and its interests
that we have long been aware of. It is the convergence of these
threats that [ want to emphasize with you today: the connection
between terrorists and other enemies of this country; the weapons of
mass destruction they seek to use against us; and the social,
economic, and political tensions across the world that they exploit in
mobilizing their followers. September 11 demonstrated the dangers
that arise when these threats converge—and it reminds us that we
overlook at our own peril the impact of crises in remote parts of the
world.

(U) This convergence of threats has created the world I will
present to you today—a world in which dangers exist not only in
those places where we have most often focused our attention, but
also in other areas that demand it:

¢ In places like Somalia, where the absence of a national government
has created an environment in which groups sympathetic to al-
Qa’ida have offered terrorists an operational base and potential
haven.

UNCLASSIFIED
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e In places like Indonesia, where political instability, separatist and -
ethnic tensions, and protracted violence are hampering economic
recovery and fueling Islamic extremism.

e In places like Colombia, where leftist insurgents who make much
of their money from drug trafficking are escalating their assault on
the government—further undermining economic prospects and
fueling a cycle of violence.

¢ And finally, Mr. Chairman, in places like Connecticut, where the
death of a 94-year-old woman in her own home of anthrax
poisoning can arouse our worst fears about what our enemies
might try to do to us.

(U) These threats demand our utmost response. The United
States has clearly demonstrated since September 11 that it is up to the
challenge. But make no mistake: despite the battles we have won in
Afghanistan, we remain a nation at war.

TERRORISM

(U) Last year I told you that Usama Bin Ladin and the al-
Qa’ida network were the most immediate and serious threat this
country faced. This remains true today despite the progress we have
made in Afghanistan and in disrupting the network elsewhere. We
assess that Al-Qa’ida and other terrorist groups will continue to plan
to attack this country and its interests abroad. Their modus operandi
is to have multiple attack plans in the works simultaneously, and to
have al-Qa‘ida cells in place to conduct them.

¢ We know that terrorists have considered attacks in the US against
high-profile government or private facilities, famous landmarks,
and US infrastructure nodes such as airports, bridges, harbors,
and dams. High profile events such as the Olympics or last
weekend’s Super Bowl also fit the terrorists’ interest in striking
another blow within the United States that would command
worldwide media attention.

UNCLASSIFIED
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e Al-Qa’ida also has plans to strike against US and allied targets in
Europe, the Middle East, Africa, and Southeast Asia. American
diplomatic and military installations are at high risk—especially in
East Africa, Israel, Saudi Arabia, and Turkey.

o Operations against US targets could be launched by al-Qa’ida cells
already in place in major cities in Europe and the Middle East. Al-
Qa’ida can also exploit its presence or connections to other groups
in such countries as Somalia, Yemen, Indonesia, and the
Philippines.

(U) Although the September 11 attacks suggest that al-Qa’ida
and other terrorists will continue to use conventional weapons, one
of our highest concerns is their stated readiness to attempt
unconventional attacks against us. As early as 1998, Bin Ladin
publicly declared that acquiring unconventional weapons was “a
religious duty.”

o Terrorist groups worldwide have ready access to information on
chemical, biological, and even nuclear weapons via the Internet,
and we know that al-Qa‘ida was working to acquire some of the
most dangerous chemical agents and toxins. Documents
recovered from al-Qa’ida facilities in Afghanistan show that Bin
Ladin was pursuing a sophisticated biological weapons research

program.

¢ We also believe that Bin Ladin was seeking to acquire or develop a
nuclear device. Al-Qa’ida may be pursuing a radioactive dispersal
device—what some call a “dirty bomb.”

» Alternatively, al-Qa’ida or other terrorist groups might also try to
launch conventional attacks against the chemical or nuclear
industrial infrastructure of the United States to cause widespread
toxic or radiological damage.

3
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(U) We are also alert to the possibility of cyber warfare attack
by terrorists. September 11 demonstrated our dependence on critical
infrastructure systems that rely on electronic and computer networks.
Attacks of this nature will become an increasingly viable option for
terrorists as they and other foreign adversaries become more familiar
with these targets, and the technologies required to attack them.

(U) The terrorist threat goes well beyond al-Qa’ida. The
situation in the Middle East continues to fuel terrorism and anti-US
sentiment worldwide. Groups like the Palestine Islamic Jihad (P1I])
and HAMAS haye escalated their violence against Israel, and the
intifada has rejuvenated once-dormant groups like the Popular Front
for the Liberation of Palestine. If these groups feel that US actions are
threatening their existence, they may begin targeting Americans
directly—as Hizballah's terrorist wing already does. -

e The terrorist threat also goes beyond Islamic extremists and the
Muslim world. The Revolutionary Armed Forces of Colombia
(FARC) poses a serious threat to US interests in Latin America
because it associates us with the government it is fighting against.

e The same is true in Turkey, where the Revolutionary People’s
Liberation Party/Front has publicly criticized the United States
and our operations in Afghanistan.

(U) We are also watching states like Iran and Iraq that continue
to support terrorist groups.

o Iran continues to provide support—including arms transfers—to
Palestinian rejectionist groups and Hizballah. Tehran has also
failed to move decisively against al-Qa‘ida members who have

" relocated to Iran from Afghanistan.

e Iraq has 2 long history of supporting terrorists, including giving
sanctuary to Abu Nidal.

4
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(U) The war on terrorism has dealt severe blows to al-Qa’ida
and its leadership. The group has been denied its safehaven and
strategic command center in Afghanistan. Drawing on both our own
assets and increased cooperation from allies around the world, we
are uncovering terrorists” plans and breaking up their cells. These
efforts have yielded the arrest of nearly 1,000 al-Qa’ida operatives in
over 60 countries, and have disrupted terrorist operations and
potential terrorist attacks.

{U) Mr. Chairman, Bin Ladin did not believe that we would
invade his sanctuary. He saw the United States as soft, impatient,
unprepared, and fearful of a long, bloody war of attrition. He did not
count on the fact that we had lined up allies that could help us
overcome barriers of terrain and culture. He did not know about the
collection and operational initiatives that would allow us to strike—
with great accuracy—at the heart of the Taliban and al-Qa’ida. He
underestimated our capabilities, our readiness, and our resolve.

(U) That said, I must repeat that al-Qa‘ida has not yet been
destroyed. It and other like-minded groups remain willing and able
to strike us. Al-Qa’ida leaders still at large are working to
reconstitute the organization and to resume its terrorist operations.
We must eradicate these organizations by denying them their sources
of financing and eliminating their ability to hijack charitable
organizations for their terrorist purposes. We must be prepared for a
long war, and we must not falter.

(U) Mr. Chairman, we must also look beyond the immediate
danger of terrorist attacks to the conditions that allow terrorism to
take root around the world. These conditions are no less threatening
to US national security than terrorism itself. The problems that
terrorists exploit—poverty, alienation, and ethnic tensions—will
grow more acute over the next decade. This will especially be the
case in those parts of the world that have served as the most fertile
recruiting grounds for Islamic extremist groups.

5
UNCLASSIFIED
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» We have already seen—in Afghanistan and elsewhere-—that
domestic unrest and conflict in weak states is one of the factors
that create an environment conducive to terrorism.

e More importantly, demographic trends tell us that the world’s
poorest and most politically unstable regions—which include
parts of the Middle East and Sub-Saharan Africa—will have the
largest youth populations in the world over the next two decades
and beyond. Most of these countries will lack the economic
institutions or resources to effectively integrate these youth into
society.

THE MUSLIM WORLD

(U) All of these challenges come together in parts of the
Muslim world, and let me give you just one example. One of the
places where they converge that has the greatest long-term impact on
any society is its educational system. Primary and secondary
education in parts of the Muslim world is often dominated by an
interpretation of Islam that teaches intolerance and hatred. The
graduates of these schools—"“madrasas”—provide the foot soldiers
for many of the Islamic militant groups that operate throughout the
Muslim world.

(U) Let me underscore what the President has affirmed: Islam
itself is neither an enemy nor a threat to the United States. But the
increasing anger toward the West—and toward governments
friendly to us—among Islamic extremists and their sympathizers
clearly is a threat to us. We have seen—and continue to see—these
dynamics play out across the Muslim world. Let me briefly address
their manifestation in several key countries.

(U) Our campaign in Afghanistan has made great progress,
but the road ahead is fraught with challenges. The Afghan people,
with international assistance, are working to overcome a traditionally
weak central government, a devastated infrastructure, a grave
humanitarian crisis, and ethnic divisions that deepened over the Jast

UNCLASSIFIED
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20 years of conflict. The next few months will be an especially fragile
period. '

e Interim authority chief Hamid Karzai will have to play a delicate
balancing game domestically. Remaining al Qai’da fighters in the
eastern provinces, and ongoing power struggles among Pashtun
leaders there underscore the volatility of tribal and personal
relations that Karzai must navigate.

o Taliban elements still at large and remaining pockets of Arab
fighters could also threaten the security of those involved in
reconstruction and humanitarian operations. Some leaders in the
new political order may allow the continuation of opium
cultivation to secure advantages against their rivals for power.

(U) Let me move next to Pakistan. September 11 and the US
response to it were the most profound external events for Pakistan
since the Soviet invasion of Afghanistan in 1979, and the US response
to that. The Musharraf government’s alignment with the US—and its
abandonment of nearly a decade of support for the Taliban—
represent a fundamental political shift with inherent political risks
because of the militant Islamic and anti-American sentiments that
exist within Pakistan.

(U) President Musharraf’s intention to establish a moderate,
tolerant Islamic state—as outlined in his 12 January speech—is being
welcomed by most Pakistanis, but he will still have to confront major
vested interests. The speech is energizing debate across the Muslim
world about which vision of Islam is the right one for the future of
the Islamic community. :

o Musharaff established a clear and forceful distinction between a
narrow, intolerant, and conflict-ridden vision of the past and an
inclusive, tolerant, and peace-oriented vision of the future.

e The speech also addressed the jihad issue by citing the distinction
. the Prophet Muhammad made between the “smaller jihad”

7
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involving violence and the “greater jihad” that focuses on
eliminating poverty and helping the needy.

(U) Although September 11 highlighted the challenges that
India-Pakistan relations pose for US policy, the attack on the Indian
parliament on December 13 was even more destabilizing—resulting
as it did in new calls for military action against Pakistan, and
subsequent mobilization on both sides. The chance of war between
these two nuclear-armed states is higher than at any point since 1971.
If India were to conduct large scale offensive operations into
Pakistani Kashmir, Pakistan might retaliate with strikes of its own in
the belief that its nuclear deterrent would limit the scope of an Indian
counterattack.

e Both India and Pakistan are publicly downplaying the risks of
nuclear conflict in the current crisis. We are deeply concerned,
however, that a conventional war—once begun-—could escalate
into a nuclear confrontation.

(U) Let me turn now to Iraq. Saddam has responded to our
progress in Afghanistan with a political and diplomatic charm
offensive to make it appear that Baghdad is becoming more flexible
on UN sanctions and inspections issues. Last month he sent Deputy
Prime Minister Tariq Aziz to Moscow and Beijing to profess Iraq’s
new openness to meet its UN obligations and to seek their support.

(U) Baghdad's international isolation is also decreasing as
support for the sanctions regime erodes among other states in the
region. Saddam has carefully cultivated neighboring states, drawing
them into economically dependent relationships in hopes of further
undermining their support for the sanctions. The profits he gains
from these relationships provide him the means to reward key
supporters and, more importantly, to fund his pursuit of WMD. His
calculus is never about bettering or helping the Iragi people.

(U) Let me be clear: Saddam remains a threat. He is
determined to thwart UN sanctions, press ahead with weapons of

UNCLASSIFIED
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mass destruction, and resurrect the military force he had before the
Gulf war. Today, he maintains his vise grip on the levers of power
through a pervasive intelligence and security apparatus, and even his
reduced military force—which is less than half its pre-war size—
remains capable of defeating more poorly armed internal opposition
groups and threatening Iraq’s neighbors.

(U) As Isaid earlier, we continue to watch Iraq’s involvement
in terrorist activities. Baghdad has a long history of supporting
terrorism, altering its targets to reflect changing priorities and goals.
It has also had contacts with al-Qa’ida. Their ties may be limited by
divergent ideologies, but the two sides’ mutual antipathy toward the
United States and the Saudi royal family suggests that tactical
cooperation between them is possible—even though Saddam is well
aware that such activity would carry serious consequences.

(U) In Iran, we are concerned that the reform movement may
be losing its momentum. For almost five years, President Khatami
and his reformist supporters have been stymied by Supreme Leader
Khamenei and the hardliners.

e The hardliners have systematically used the unelected institutions
they control—the security forces, the judiciary, and the Guardian’s
Council—to block reforms that challenge their entrenched
interests. They have closed newspapers, forced members of
Khatami’s cabinet from office, and arrested those who have dared
to speak out against their tactics.

e Discontent with the current domestic situation is widespread and
cuts across the social spectrum. Complaints focus on the lack of
pluralism and government accountability, social restrictions, and
poor economic performarnce. Frustrations are growing as the
populace sees elected institutions such as the Majles and the
Presidency unable to break the hardliners’ hold on power.

(U) The hardline regime appears secure for now because
security forces have easily contained dissenters and arrested potential

9
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opposition leaders. No one has emerged to rally reformers into a
forceful movement for change, and the Iranian public appears to
prefer gradual reform to another revolution. But the equilibrium is
fragile and could be upset by a miscalculation by either the reformers
or the hardline clerics. '

(U) For all of this, reform is not dead. We must remember that
the people of Iran have demonstrated in four national elections since
1997 that they want change and have grown disillusioned with the
promises of the revolution. Social, intellectual, and political
developments are proceeding, civil institutions are growing, and new
newspapers open as others are closed.

(U) The initial signs of Tehran’s cooperation and common
cause with us in Afghanistan are being eclipsed by Iranian efforts to
undermine US influence there. While Iran’s officials express a shared
interest in a stable government in Afghanistan, its security forces
appear bent on countering the US presence. This seeming
contradiction in behavior reflects deep-seated suspicions among
Tehran's clerics that the United States is cormunitted to encircling and
overthrowing them-—a fear that could quickly erupt in attacks
against our interests.

s We have seen little sign of a reduction in Iran’s support for
terrorism in the past year. lis participation in the attempt to
transfer arms to the Palestinian Authority via the Karine-A
probably was intended to escalate the violence of the intifada and
strengthen the position of Palestinian elements that prefer armed
conflict with Israel.

(U) The current conflict between Israel and the Palestinians
has been raging for almost a year and a half, and it continues to
deteriorate. The violence has hardened the public’s positions on both
sides and increased the longstanding animosity between Israeli
Prime Minister Sharon and Palestinian leader Arafat. Although
many Israelis and Palestinians say they believe that ultimately the
conflict can only be resolved through negotiations, the absence of any

UNCLASSIFIED
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meaningful security cooperation between Israel and the Palestinian
Authority—and the escalating and uncontrolled activities of the
Palestine Islamic Jihad and HAMAS—make any progress extremely
difficult.

» We are concerned that this environment creates opportunities for
any number of players—most notably Iran—to take steps that wiil
result in further escalation of violence by radical Palestinian

groups.

¢ At the same time, the continued violence threatens to weaken the
political center in the Arab world, and increases the challenge for
our Arab allies to balance their support for us against the demands
of their publics.

PROLIFERATION

(U) I turn now to the subject of proliferation. [ would like to
start by drawing your attention to several disturbing trends in this
important area. WMD programs are becoming more advanced and
effective as they mature, and as countries of concern become more
aggressive in pursuing them. This is exacerbated by the diffusion of
technology over time—which enables proliferators to draw on the
experience of others and to develop more advanced weapons more
quickly than they could otherwise. Proliferators are also becoming
more self-sufficient. And they are taking advantage of the dual-use
nature of WMD- and missile-related technologies to establish
advanced production capabilities and to conduct WMD- and missile-
related research under the guise of legitimate commercial or scientific
activity.

(U) Let me address in turn the primary categories of WMD
proliferation, starting with chemical and biological weapons. The
CBW threat continues to grow for a variety of reasons, and to present
us with monitoring challenges. The dual-use nature of many CW
and BW agents complicates our assessment of offensive 